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How AppGuard Protections Beat Trend Micro
AppGuard Trend Micro

Endpoint Preventive 
Protection

Scales to threat by  
Reducing Workload

Least Labor &  
Skills Intensive

One-time App Patches  
for Life

Protects Mission Critical Apps 
from Rest of Endpoint

Trend Micro relies on traditional antivirus, 
anti-exploit, machine-learning binary analysis, 
HIPS, behavior analytics, IP/URL signatures, 
and so much more. Signature approaches 
require currency, network exposure, 
network bandwidth, endpoint resources, 
and operational effort. Signature-based 
detections are limited to identifying what they 
already know.

AppGuard blocks 
ALL suspicious 
activity

Trend Micro  
parses infinite 

possibilities
VS

AppGuard does not rely on signatures. It uses 
simple Zero-Trust methods to block actions 
rather than explicitly recognize malware. It is 
more effective and less burdensome.
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Traditional signatures-based defenses 
identify an infinitesimally small percentage of 
malicious files. Machine learning (ML) strives to 
broaden that, but is still limited  and is routinely 
defeated with obfuscation tactics. Trend Micro 
ML is making a statistical guess, which means 
there are false negatives and false positives. 
Next, because so much still gets through, 
Trend Micro’s ML uses “guess and react” to tell 
normal from abnormal behavior after malware 
has detonated. This too is a statistical guess. 
And finally, Trend Micro’s EDR and network 
sensors hunt for anomalies, which when 
automated, is yet another statistical guess. 
ML is NOT artificial intelligence; it does not 
comprehend or conceptualize, only correlates 
without understanding. Human specialists 
are required to tune, investigate, remediate, 
restore, and report the consequences of the 
bad guesses.

AppGuard: 
block & restrain

Trend Micro:  
guess & reactVS

AppGuard’s block & restrain is set and forget. 
AppGuard does not judge good from bad 
or normal from abnormal. It simply blocks 
unacceptable actions. Because AppGuard 
does not guess, it blocks or allows actions 
based on deterministic criteria. For example, 
rather than guess whether a document is 
weaponized, or Microsoft Word has been 
hijacked, AppGuard restrains all processes 
resulting from Word’s operation from 
conducting unacceptable (deterministic) 
actions. AppGuard’s crisscrossing micro, 
adaptive compartments defeat endpoint 
attacks by blocking or restraining the actions 
the adversary must complete on an endpoint. 
This is far more effective than guessing and 
requires far less IT/Sec-Ops labor.
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Trend Micro customers have publicly 
complained that the different components 
clearly were acquired from other companies, 
lacking continuity among them. It is difficult to 
understand and integrate. To deploy it on-
premises requires either dedicated personnel 
that can spend a lot of time with Trend Micro 
support or hiring their professional services 
to do it for you. The nightmare customer 
migrations from v11 to v12 (XG) speak to the 

AppGuard: 
simple  
infrastructure

Trend Micro: 
lacks continuity 

& integration
VS

With employees and enterprises complaining 
about an endpoint protection agent’s 
footprint, and with the number of signatures, 
patterns, and other data needed to 
fingerprint near infinite possibilities, Trend 
Micro moved ever more of this off the 
endpoint to the cloud or nearby proxy servers. 
They have done likewise with file reputation, 
machine-learning binary analysis, suspicious 
connection services, and many other 
recognition-based detection engines.

AppGuard has 
no endpoint data 
dependencies

Trend Micro  
relies on cloud & 

proxy servers
VS

AppGuard has no off-endpoint data 
dependencies. It doesn’t use signatures of any 
kind. Its protection does not degrade when 
offline, even for months, arguably years.

infrastructure’s complexity. Even with all-cloud, 
off-endpoint data dependencies warrant 
deploying local proxies.

AppGuard’s central management support 
infrastructure, including policy distribution 
and log retrieval is simpler. There are three 
components: management application, 
database, and generic intermediary servers. 
It can scale to support 500,000 endpoints by 
adding more of the same.
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Packing numerous, previously separate tools 
into one retains the bulk of the operational 
burdens: configuration, maintenance 
and response. Trend Micro’s policy and 
infrastructure complexities indicate high labor 
volume and skills requirements.

In contrast, there is synergy among 
AppGuard’s cyber controls whereby one 
simplifies others. For example, AppGuard’s 
pre-execution launch control needs to only 
deal with user-space because the adaptive 

AppGuard is 
simple & easy 
to use

Trend Micro  
is difficult  

& complex
VS

containment (a.k.a. patented inheritance) 
control ensures that bad things stay out of 
system-space and that good things there 
remain so. Trend Micro’s whitelists must be 
correct for the entire endpoint, which are 
1,000 to 10,000 times more numerous than 
AppGuard’s user-space alone.

AppGuard’s simplicity, controls synergy, and 
adaptiveness to endpoint change explains why 
deployed agents typically go months without 
need of policy updates, sometimes years.

Many of Trend Micro’s features  are not 
enabled by default: Web Reputation Services, 
Suspicious  File  Sample Submission, Anti-
exploit Protection, Program Inspection, 
Automatic File back up (roll-back ransomware 
effects), Behavior Monitoring, Suspicious 
Connection Service, Predictive Machine 
learning (binary analysis), Outbreak Prevention 
(temporary lock-down mode), Unauthorized 
Change Prevention Service, Advanced 
Protection Service, and others.

AppGuard  
features enabled 
by default

Trend Micro 
requires expert 

intervention
VS

AppGuard’s “out-of-the-box” defaults provide 
great protection. Cyber controls that do not 
disrupt end-users are enabled by default 
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Trend Micro employs a layered approach: 
use exploit pattern signatures to prevent 
successful vulnerability exploits, executable 
access control lists to block file system to  
potentially hijacked applications, machine-
learning pattern recognition signatures to 
recognize familiar post-exploit behaviors, 
and send endpoint state/activity data (EDR) 
to an SOC for analysis for anything missed. 
All of these layers require configuration, 
maintenance, alerts triage, and investigation. 

AppGuard is 
simple  
risk mitigation

Trend Micro's  
complex layering 

is less effective
VS

Consolidating formerly separate agents 
into one complicates the code of the agent, 
producing many bugs that impact customers. 

AppGuard: 
robust & 
bug-free

Trend Micro: 
fragmented product 

means bug fixes
VS

Look at the bug fixes on these last two release 
notes (release XG SP1, release XG, and release 
v11 SP1); and many more. This illustrates one 
of the downsides to throwing everything but 
the kitchen sink into a single agent. It also helps 
explain why recent customers are frustrated 
with support.

AppGuard’s governing principle is “less is more.” 
Its install size is 30 MB, compared to 500.5 MB 
for Trend Micro. Clearly, there are far fewer 
pieces of AppGuard that can break.

AppGuard simply uses a patented isolation 
and containment technology that renders 
these attacks moot by containing the 
application, blocking those file, registry, 
memory, and utility actions that adversaries 
must successfully do to achieve their goals. 
For a web browser, for example, this is all 
the policy information AppGuard needs: “C:\
Program Files\Mozilla Firefox\firefox.exe” (i.e., 
the full path name of the application’s parent 
executable. Whatever process results from 
“firefox.exe” running is restrained from doing 
harm. Compare this to everything Trend Micro 
needs to be correct, and the effort required.
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Trend Micro is a detection tool that generates 
massive amounts of data from its many 
layers of detection. Big data analytics reduce 
investigative volumes but have not significantly. 
This is in part because so much investigation 
depends on context and nuance beyond the 
limits of machine learning, which also struggles 
with change. 

AppGuard has  
no endpoint  
analysis

Trend Micro 
requires 

expert action
VS

For detection tools, increasing sensitivity 
gets more detections but results in more 
false positives. Trend Micro is a detection 
tool, judging good from bad and normal from 
abnormal. It features multiple, different tools 
that strive to do this. Each generates false 
positives.

AppGuard: 
never a false 
positive

Trend Micro: 
false positives 

require attention
VS

AppGuard controls are deterministic. And 
whenever there is doubt AppGuard restrains. 
If AppGuard blocks something legitimate 
because the action wasn't conforming to 
policy, one can revise the policy to allow the 
blocked action in the future.

AppGuard is not guessing or judging: once 
a policy has been revised, the block is not 
repeated. Agent policies seldom require more 
than a dozen such exception rules.

AppGuard reports what it has already 
blocked. It does not require human analysts 
to sift through log events to detect and react 
to malware attacks. Further, by effectively 
blocking attacks at the endpoint in real time, 
AppGuard reduces alerts volumes of other 
enterprise layers/sensors. For example, by 
blocking pass-the-hash/ticket attacks at 
endpoints, network intrusion detection systems 
never generate the alerts that would typically 
follow.
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The figures at right for Trend Micro were 
observed and reported by PassMark on 
Enterprise Endpoint Security Performance 
Benchmarks for Windows 7 in February 2017. 
AppGuard seldom surges over 0.1% CPU, and 
only does so briefly. End-users do not perceive 
any performance penalty from AppGuard.

AppGuard is 
lightweight on 
systems

Trend Micro is 
heavy on 

resources
VS

Most host-based protection offerings are 
suites. Has anyone deployed both Trend Micro 
and Symantec on the same endpoints? Most 
vendors in this space have or are building out 
full suites. The enterprise is typically faced with 
an all-or-nothing choice due to operational and 
licensing costs. Plus, two or more suites on the 
same endpoint tend to cause conflicts.

AppGuard co-exists with just about anything. 
It blocks what others cannot recognize. And 
in doing so, it also reduces the alerts and 
investigations volumes of reactive tools  

AppGuard 
works well 
with others

Trend Micro  
is all or 

nothing else
VS

(e.g., EDR) can cause. Once deployed, 
enterprises realize they can disable parts of 
their existing suite or remove them entirely to 
reduce operations as well as retire network-
based tools. AppGuard can replace all anti-
malware tools. However, some regulatory 
mandates specify “scanning,” such as PCI, 
which AppGuard will never do. AppGuard 
customers facing this use Windows Defender 
or another cheap scanning tool to comply 
with the letter of the mandate and rely on 
AppGuard to deal with the malware threat.

TREND 
MICRO 

OFFICESCAN V11*

APPGUARD

Install Size 500.5 MB 15 MB

Memory at  
System Idle 183.0 MB 10 MB

Memory at  
User Active 190.5 MB 10 MB

Memory at  
Scan 244.9 MB n/a

CPU at Scan 31.0% n/a

* before machine learning & other heavy features are added
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Adversaries read the memory of the Windows 
process that caches end-user credentials, 
so end-users don’t have to type their user 
name and password each time they access 
something different in the enterprise. If 
such a credential contains high privileges, 
the adversary can use it to log on to other 
endpoints, systematically seeking credentials 
of greater privileges to access more restricted 
endpoints. Trend Micro has no defenses 
for these kinds of attacks. It must monitor 
all endpoints, including end-user accounts, 
as well as network activity, to infer whether 
an intruder is moving laterally through the 
organization. These inferences yield false 
positives and false negatives. 

AppGuard: 
blocks in 
real time

Trend Micro:  
might detect 
... eventually

VS

AppGuard blocks these attacks without either, 
and without occupying the time of many 
analysts investigating alerts and other data. 
AppGuard delivers two layers of protection. 
The first blocks any process guarded by 
AppGuard from reading this memory. The 
second layer deals with the use-case wherein 
somehow, someway, a malicious process is 
not guarded by AppGuard. This second layer 
blocks it from reading the memory also.

Pass-the-hash/Ticket Attacks

With VDI deployments, servers host the 
client sessions. The heavier the agent, the 
fewer sessions can be hosted per server. The 
resource use figures above demonstrate that 
10 to 100 more sessions can be sustained with 
AppGuard than Trend Micro. Scans greatly 
affect scalability. Many organizations have 
observed what they call “update storms” occur 

AppGuard: 
ideal for VDI  
endpoint protection

Trend Micro: 
challenges resources 

& performance 
VS

on their VDI with end-users logon as well as 
“scanning storms” when many hosts scan at 
the same time. These further reduce session-
host subscription ratios. They also impact 
bandwidth availability and affect the perceived 
performance of other end-user sessions. 
AppGuard has the smallest footprint of any 
advanced protection tool.
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Trend Micro has capabilities to block or 
detect malicious in-memory actions using 
HIPS controls tailored for the environment. 
As complex HIPS features tend to be 
underutilized, behavior analytics defenses must 
react afterward. This also illustrates why Trend 
Micro requires so many different specialists to 
access data from so many different layers of 
the enterprise: detect & react.

AppGuard defeats in-memory attacks with its 
default policy controls. AppGuard’s approach is 
simple. Block actions that are deterministically 
non-conforming. Otherwise, contain the 
resulting process by blocking any unacceptable 
action it or any of its child processes attempt.

AppGuard introduces no privacy or data loss 
risks by uploading files elsewhere for analysis; 
Trend Micro does.

AppGuard: 
blocks 
them all

Trend Micro:  
defaults rely on 

detonation
VS

In-memory  Attacks

Summary:

•   Trend Micro takes a multi-layered “detect & react” approach, whereas 
AppGuard uses a patented, lightweight endpoint Zero-Trust approach

•   AppGuard blocks known and unknown attacks that Trend Micro cannot

•   AppGuard is simpler and requires far less effort to deploy, maintain, 
and operate

As a detect and react tool, Trend Micro’s agent 
is limited to the familiar. To better deal with the 
unfamiliar, Trend Micro offers options for the 
agent to upload suspicious files for analysis by 
other tools. While this improves detection of 
the unfamiliar, some “context aware” malware 
is designed to behave differently or go 
dormant when it suspects it’s running in such 
an environment to elude detection.

Regardless, some customers of file-upload- 
capable endpoint security products have 
experienced data losses with Trend Micro, 
particularly those who unwittingly enabled 
options for sharing files to crowdsource tools 
such as VirusTotal.

AppGuard does not upload files for analysis. 
It is designed to protect computers without 
having to risk data/privacy losses from 
uploads. AppGuard captures less sensitive/
private data than any endpoint protection tool.

 



11

703.786.8884
sales@appguard.us 
www.appguard.us

VA Office
14170 Newbrook Drive 
Suite LL-01
Chantilly, VA 20151
USA

For Limited Distribution  
© 2019 AppGuard, LLC

NY Office
333 Seventh Avenue
10th Floor
New York, NY 10001
USA

Tokyo Office
(Blue Planet-works, Inc.)
Daiwa Jingumae Bldg., 
3Fl2-4-11 Jingumae
Shibuya-Ku Tokyo,
150 - 0002
Japan

A Blue Planet-works  
Company


