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IT security and application development are disparate
processes that are increasingly coming together. Here’s a look
at how that’s happening.
Sponsored by

How Enterprises Are Developing Secure Applications

CONTENTS

Table of Contents

TABLE OF

Dark Reading Reports

Figures

3 About the Author

Figure 1: Organization’s Approach to App Dev

4 Executive Summary

Figure 2: Security and Risk Reduction Culture

5 Research Synopsis

Figure 3: 	Responsibility for Security of
Applications

6 The Application Security Challenge
7 	Applications Development and Security
Are Often Out of Sync
10 Fixes and Threats

Figure 4: 	IT Security Team’s Involvement with
Software Development
Figure 5: 	Application Developers’ Knowledge
About Security

Figure 14:	Knowledge of Steps to Remediate
Application Vulnerabilitye
Figure 15: Application Security Assessments
Figure 16: Testing Off-the-Shelf Applications
Figure 17: Testing Downloaded Applications
Figure 18: Web Application Firewalls
Figure 19: Full-Time Application Developers
Figure 20: Full-Time IT Security Employees
Figure 21: Respondent Job Title

12 Finding and Fixing Security Vulnerabilities

Figure 6: 	Security Team’s Knowledge About
App Dev

15 Conclusion

Figure 7: 	Relationship Between App Dev and IT
Security Staff

Figure 23: Respondent Industry

16 Appendix

Figure 8: 	Organization’s Attitude Toward Secure
App Dev

11 SDLCs and DevOps

Figure 22: Company Size

Figure 9: Greatest Risks to Application Security
Figure 10: 	Secure Development Life Cycle Model
in Use
Figure 11: Using DevOps Approach to App Dev
Figure 12: Understanding of SecDevOps
Figure 13:	IT’s Knowledge of Application
Vulnerabilities

February 2019 2

How Enterprises Are Developing Secure Applications
Table of Contents

Brad Causey is an active member of the security and forensics community worldwide. Brad
tends to focus his time on web application security as it applies to global and enterprise arenas.
He is a member of the OWASP Global Projects Committee and the president of the International
Information Systems Forensics Association chapter in Alabama. Brad is an avid author and writer,
with hundreds of publications and several books. Brad also holds many industry-recognized
certifications, including CISSP, MCSE, CEH, CIFI, and CGSP.

Dark Reading Reports

February 2019 3

How Enterprises Are Developing Secure Applications

SUMMARY

Table of Contents

EXECUTIVE

Dark Reading Reports

Today’s enterprises are writing, buying, and deploying more web applications than at any point in the history of
computing. With the rapid growth of cloud services and mobile technology, applications are available everywhere
— sometimes outside of the traditional IT infrastructure. This evolution has taken place so rapidly that many IT
organizations are having trouble keeping up. This often leads to “out-of-sync” security, technology, and application
development groups — and ultimately increases the risk to the organization.
Our survey examined some of the most common challenges associated with securing the applications that enterprises
use every day — those that are developed internally, and those that are purchased via the web or off the shelf.
Respondents included IT executives, IT managers, security team members, application developers, and others in IT
organizations in more than 20 industries.
The results show that while most organizations are embracing the concept of application security, the IT security team
may not be well integrated into application-related decisions and processes. Solving this problem isn’t as easy as it
might seem because the survey shows that there is often a disproportionate ratio of developers to security pros.
Our survey indicates that most organizations are concerned about security and generally well educated on threats, but
a significant portion of them are concerned about a shortage of security resources, including knowledge, staffing, and
processes. An overwhelming number of organizations in the survey use some variation of agile development, yet less
than half of those app development initiatives have security involved on a day-to-day basis.
Here are some of the top takeaways from our survey:
• 31% of organizations use a mix of off-the-shelf software and in-house-developed apps.
• 36% of respondents perceive their organization as not embracing security as a priority.
• 25% of organizations say that the IT security team is either not at all or rarely involved with day-to-day application
development efforts.
• 40% of organizations say that the IT security team is always involved with day-to-day development efforts.
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Survey Name Dark Reading 2019 Application Security Survey

ABOUT US
Dark Reading Reports
offer original data and insights
on the latest trends and prac
tices in IT security. Compiled
and written by experts, Dark
Reading Reports illustrate the
plans and directions of the
cybersecurity community and
provide advice on the steps
enterprises can take to protect
their most critical data.
Dark Reading Reports

Dark Reading Reports

SYNOPSIS

Survey Date December 2018

RESEARCH

Region North America
Number of Respondents 150 IT and cybersecurity professionals at companies of all sizes.
The margin of error for the total respondent base (N=150) is +/-7.9 percentage points.
Purpose Dark Reading surveyed IT and cybersecurity professionals to understand the
challenges in securing applications today, the challenges associated with integrating the
disciplines of IT security and application development, and future plans for evolving secure
development practices.
Methodology The survey queried decision makers with job titles that involved IT or IT
security at mostly North American organizations. Questions centered on organizations’
approach to application development, how they add security to the latest app dev processes,
and how security teams and app dev teams work together. The survey was conducted online.
Respondents were recruited via an email invitation containing an embedded link to the
survey. The email was sent to a select group of UBM’s qualified database; UBM is the parent
company of Dark Reading. UBM was responsible for all programming and data analysis. These
procedures were carried out in strict accordance with standard market research practices.
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The Application Security
Challenge
Software vulnerabilities are a favorite entry
point for online attackers. But strategies
for application defense aren’t always the
same because enterprises have very different approaches to the way they build, buy,
and connect to their most commonly used
applications.
According to the Dark Reading Application
Security Survey, two-thirds of participating
organizations use a mixture of off-the-shelf
applications and internally developed applications, with only 5% developing all of their
own software. Twenty-six percent of respondents use primarily off-the-shelf applications,
while the remainder — 66% — use both
build and buy approaches (Figure 1).
Enterprises also differ in the culture and
emphasis they place on cybersecurity. Only
61% of respondents say their organizations make security a priority; that’s not
completely surprising because many organizations are still grappling with exactly
how to establish that security culture
(Figure 2). The larger surprise is that 15% of

Dark Reading Reports

Figure 1

Organization’s Approach to App Dev
How would you best describe your organization’s approach to application development?
3%
It’s a mix of both oﬀ-the-shelf software and
in-house-developed apps

5%
31%

16%

We use mostly oﬀ-the-shelf software and do very little
of our own development
We use mostly oﬀ-the-shelf software, but we do have
a few in-house-developed apps
Most of our key applications are in-house-developed
and we use oﬀ-the-shelf apps only for commodity functions

19%
26%

We write all of our own software
Unsure

Data: Dark Reading survey of 150 IT and cybersecurity professionals, December 2018

respondents either don’t know if their enterprises are cybersecurity oriented or simply
aren’t very concerned. Despite this puzzling
group, however, the data indicates that 85%
of organizations are at least concerned with
online security, which is a step forward from
years past.
While most organizations are concerned
with application security, consistently assigning ownership of this responsibility is often

a challenge. IT security and IT risk groups
seem to be the most common owners of
application security, with a combined 38% of
responses in our survey (Figure 3). Meanwhile,
executive management own application security in 17% of the responding organizations,
which could empower the security team to
push policy from the top. Other organizational
departments — such as developers, application owners, business units, and project teams
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Figure 2

Figure 3

Security and Risk Reduction Culture

Responsibility for Security of Applications

How would you best describe the culture of your organization with regard
to security and reducing risk?
3% 3%
My organization is

Who is ultimately responsible for the security of applications in your
organization?

concerned about
security and embraces
it as a priority

9%

24%

My organization is
concerned about security
but does not embrace
it as a priority

61%

My organization is
unconcerned with security

FAST FACT

61%

embrace security as an
organizational priority.

Dark Reading Reports

My organization is somewhat concerned about
security

1%
3%

The IT security team

7%

The business unit

5%

33%

10%

— owned app security in another 38% of
respondents’ companies.

The application development team
The application owner
The IT risk team

11%

The application sponsor(s)

13%

17%

Project management
Don’t know

Unsure
Data: Dark Reading survey of 150 IT and cybersecurity professionals, December 2018

Executive management

Data: Dark Reading survey of 150 IT and cybersecurity professionals, December 2018

overall application strategy and direction. The
Dark Reading Application Security Survey
indicates that the two teams are increasingly
Application Development and
working together: A staggering 70% of all
Security Are Often Out of Sync
organizations have an IT security staff that is
Experts agree that to build a secure applica- either often or always involved in their daytion development process, the IT security to-day software development work (Figure
team should be involved early and often. 4). Of concern, obviously, would be the 22%
This would usually include scrum meetings, of application development programs where
feature planning, bug-fix meetings, and even security is rarely involved or the 3% that don’t

involve the security team in any way. Leaving
the IT security team out of app development
activities could lead to increased risk to the
organization in the long run.
Given the security team’s high rate of
participation in the app dev effort, it’s not
surprising that the majority of the developers
who responded to our survey were knowledgeable regarding IT security, with 22%
claiming to be very knowledgeable and 57%
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Figure 4

Figure 5

IT Security Team’s Involvement with
Software Development

How involved is the IT security team in your day-to-day software
development activities?
3%

Application Developers’ Knowledge
About Security

How knowledgeable about security is the average application developer
in your organization?
2%
Very knowledgeable

IT security is not involved

5%
22%

IT security is often involved
IT security is always involved

22%

14%

30%

Data: Dark Reading survey of 150 IT and cybersecurity professionals, December 2018

saying they are somewhat knowledgeable.
With a combined percentage of 79%, that the
average developer has at least some knowledge of security issues, which should help
reduce organizational risk while easing the
burden on others in the IT organization.
Some 19% of the organizations claim
that their average developers either were
not knowledgeable at all or had minimal

Not very knowledgeable
Not at all knowledgeable
Don’t know

Don’t know

40%

Dark Reading Reports

Somewhat knowledgeable

5%

IT security is rarely involved

57%

Data: Dark Reading survey of 150 IT and cybersecurity professionals, December 2018

security insight (Figure 5). While this isn’t
unusual, it indicates that there are still many
enterprises that are slow to adopt a more
security-oriented approach to application
development.
Application developers are knowledgeable
about security, but do security professionals know app dev? By comparison, IT
security team members aren’t as familiar

with software development, but only by
a small margin. Seventy-three percent of
respondents say that their IT security staffs
are either very knowledgeable or somewhat familiar with application development
processes (Figure 6).
While security teams and application development teams may share knowledge, the
two disciplines cannot be well integrated
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Figure 6

Figure7

Security Team’s Knowledge About App Dev
How knowledgeable about application development is the average
security team member in your organization?
3%

1%
Very knowledgeable

4%

How would you describe the relationship between your organization’s
application development staﬀ and IT security staﬀ?
2%

Somewhat knowledgeable

23%

5%

The relationship is poor

22%

24%

We don’t have a security team
Don’t know

50%

Data: Dark Reading survey of 150 IT and cybersecurity professionals, December 2018

unless the teams maintain a good working relationship at both the technical
and management levels. This relationship
typically includes the communication of
changes, security findings, new application
development paths, and even code delivery and assessment of web applications.
In our survey, most respondents indicated
that there is at least a good, if not excellent,

Dark Reading Reports

They do not have a relationship

5%

Not very knowledgeable
Not at all knowledgeable

19%

Relationship Between App Dev and IT
Security Staﬀ

The relationship is neutral
The relationship is good
The relationship is excellent

42%

Don’t know

Data: Dark Reading survey of 150 IT and cybersecurity professionals, December 2018

relationship between the IT security and
app development teams, with a combined
percentage landing at 64% (Figure 7).
Unfortunately, a fairly large percentage of
staff are stuck in a neutral (24%) or poor
relationship (5%). Obviously, having a
strong and positive relationship between
these organizations can go a long way
toward building and maintaining the secure

application development life cycle.
In response to open-ended questions,
many respondents cite poor communication and a lack of clear success criteria as
the chief roadblocks to building a strong
rapport between development and security
teams. Some respondents (presumably security pros) cite a lack of risk understanding by
developers; other respondents (presumably
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app developers) cite a lack of development
knowledge by security staff.
To an open-ended request to name the
one thing that would improve application
security, survey participants cite a need for
security training among developers, a lack of
automation in the security process (such as
automated scanning), and the need for crossteam integration. Other respondents point to
the need for security to be well-defined and
to communicate early in the development
process, such as through functional requirement documentation or direction from
management through policy.

Figure 8

Organization’s Attitude Toward Secure App Dev
Which statement best describes your organization’s attitude toward secure application development?
Security is extremely important and we are willing
to delay deployment of applications in order to achieve it

6%
12%
36%

Security is important, and an occasional slight delay
is acceptable
Speed of deployment and quality of applications are more
important than security

16%

30%

Speed and quality are the main focus of the applications
development team; security is usually an afterthought
Don’t know

Data: Dark Reading survey of 150 IT and cybersecurity professionals, December 2018

Fixes and Threats
While applications developers and security
teams are working more closely than ever,
many organizations are still struggling to
build security earlier into the application
development process. In 2017, IBM found
that the cost to fix a code error after the
release of an application was four to five
times higher than if the error is uncovered
during the design phase.
But although security is becoming an
increasingly important factor in application

Dark Reading Reports

development, many organizations still prioritize speed of development over application
security. Twenty-eight percent of respondents claim that their organizations will
proceed with application deployment without regard to security, with a portion saying
that security is an afterthought.
Fortunately, the majority of organizations
place a higher priority on security in the app
dev process. Two-thirds (66%) of respondents
say they will permit at least some delay in the

development life cycle to address security
issues (Figure 8).
When asked about the chief risks to enterprise applications, more than a third (34%) of
respondents cite poor security processes as
a top answer (Figure 9). Security processes
could include how code is reviewed, how
new application servers are procured, or
even how the security group approaches
the discovery and communication of security findings. Regardless, the IT security
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Figure 9

Greatest Risks to Application Security
Which of the following are the greatest risks to the security of applications in your organization?
Inadequate security processes

34%

Outsourced applications

32%

Attackers with deep knowledge of application vulnerabilities
Poorly secured infrastructure
Inadequate security staﬀ

FAST FACT

66%

would delay deployment
of applications for security
reasons.

Frequent use of open source code libraries
Poor quality of application code
Poor management support
Don’t know

31%
30%
28%
24%
20%
14%
5%

Note: Maximum of three responses allowed
Data: Dark Reading survey of 150 IT and cybersecurity professionals, December 2018

team generally owns this risk as well as
others frequently cited application security
risks. These include insecure infrastructure
(30%) and inadequate security staff (28%).
While the security team bears the brunt of

Dark Reading Reports

the responsibility for these issues, management support will be critical to solving the
personnel problem in a hiring market that
is woefully short of security talent. Forbes
recently concluded that the IT security

market will soon be short by 3.5 million
employees.
In some cases, the applications themselves
are perceived as significant threat. Twenty
percent of respondents cite poor coding as a
top concern; 24% cite the use of open source
libraries.

SDLCs and DevOps
When it comes to software development
life cycles (SDLCs), most organizations have
adopted an agile model, which is characterized by the division of tasks into short phases
of work and frequent releases. Thirty-six
percent of companies have fully adopted
this model, while 31% haven’t settled on a
specific model (Figure 10). Some respondents cite various other development
models, including waterfall and iterative.
These miscellaneous models make up 22% of
the development strategies for organizations
in the survey.
DevOps is a common variation of the agile
model. This model attempts to create a more
uniform operational relationship between
IT operations and application development
teams. The survey found that at least 47%
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Figure 10

Figure 11

Secure Development Life Cycle Model in Use
What secure development life cycle (SDLC) model does your organization
utilize?

Using DevOps Approach to App Dev
Is your organization using a DevOps approach to application development?
We are agile and partially use
a DevOps approach

Agile

14%

Waterfall

36%

31%

Iterative

30%

12%

Spiral
V-shaped
Big bang

11%
4%
2%

1% 3%

5%

7%

27%

Other

We are agile and fully utilize
DevOps as an approach
to development
We are agile but do not take
a DevOps approach
Don’t know

Don’t know
We haven’t standardized
on any single model

Data: Dark Reading survey of 150 IT and cybersecurity professionals, December 2018

of the respondents utilize this model to
some degree; 17% are fully dedicated to the
DevOps model (Figure 11). Even with the
proliferation of the agile methodology, 27%
of organizations have not adopted it. This
isn’t necessarily a negative because many
applications lend themselves to a different
model or a blended approach.
A further iteration of the DevOps variation is the SecDevOps model, which strives

Dark Reading Reports

17%

We do not utilize agile
development

Note: DevOps capitalizes on a synchronous relationship between IT operations and development in an agile environment
Data: Dark Reading survey of 150 IT and cybersecurity professionals, December 2018

to marry the security organization to both
development and operations. The ultimate goal to this approach is to reduce risk
across the entire application footprint and
to include the supporting infrastructure.
SecDevOps is commonly viewed as the highest level of maturity in secure application
development. But SecDevOps is a relatively
new concept, and because it blends several
different disciplines, it’s not surprising that

nearly half of the respondents (48%) don’t
feel that they have a good understanding of
SecDevOps (Figure 12). Almost half (47%)
of respondents have at least a good understanding of the concept.
Finding and Fixing Security Vulnerabilities
Regardless of the model or approach, the
Dark Reading Application Security Survey
shows that most organizations identify
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very effective method of rooting out security
problems within the application.
Understanding of SecDevOps
Static code scanning is the third most
How would you describe your understanding of the SecDevOps model?
frequently cited form of vulnerability detection, with 41% of organizations using
I am unfamiliar with the concept
some sort of automated tool or product to
5%
I am aware of the concept but do not have in-depth
programmatically discover programming
14%
knowledge of how it works
14%
flaws. This process is commonly integrated
I feel that I have a good understanding of the model
into the SDLC due to its ease of automation
I would consider myself very well versed in SecDevOps
and is commonly used in conjunction with
34%
other security assessment methods.
Don’t know
33%
Finally, dynamic scanning is utilized by 40%
of participants. This typically involves a fully
automated scan of the application code as it
runs on the intended infrastructure. Because
Data: Dark Reading survey of 150 IT and cybersecurity professionals, December 2018
it can be fully automated like static code
scanning, it is also often integrated into existvulnerabilities through application security through direct interaction. This is accom- ing processes and can be combined with
assessments as part of their overall security plished with a combination of automated other forms of assessments.
strategy. These assessments can be both auto- tools and manual web browser interaction.
Survey respondents were allowed to select
mated or manual, and they generally target Fifty-six percent of respondents utilize this multiple options, and it’s clear that many
the application as it runs on the supporting method of testing.
organizations are capitalizing on a combined
infrastructure or in a static code form.
Manual code review (42%) was the next- approach to application security assessment.
The most popular method of identify- most common method of assessing the
Of course, discovering vulnerabilities isn’t
ing vulnerabilities was through manual application security. Usually involving some always accomplished through internal or
penetration testing, where an ethical hacker automation to follow the code logic of the third-party testing. In many cases an orgaattempts to compromise the application application, manual code review can be a nization might learn of new application

Figure 12

Dark Reading Reports
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Figure 13

Figure 14

IT’s Knowledge of Application Vulnerabilities
How knowledgeable is your IT team about new and emerging application
vulnerabilities being disclosed by security researchers?
3%

Knowledge of Steps to Remediate
Application Vulnerability

Rate your organization’s knowledge of the steps required to remediate
a newly disclosed application vulnerability.

Very knowledgeable

10%

12%

6%

Knowledgeable

4%
17%

Somewhat knowledgeable

36%

Don’t know

Knowledgeable
Somewhat knowledgeable

Not knowledgeable at all

39%

Very knowledgeable

28%

Not knowledgeable at all
Don’t know

45%

Data: Dark Reading survey of 150 IT and cybersecurity professionals, December 2018

flaws through outside entities such as security researchers, vendors, or bug hunters.
In general, this is referred to security intelligence or threat intelligence. Our survey
indicates that most organizations are at least
somewhat tuned into the threat intelligence;
an impressive 87% of respondents claim to
at least be somewhat knowledgeable about
emerging vulnerabilities (Figure 13). Ten

Dark Reading Reports

Data: Dark Reading survey of 150 IT and cybersecurity professionals, December 2018

percent of organizations indicate little knowledge of emerging threats.
While survey respondents cited a wide
range of application security assessments
being performed, finding the vulnerability
is only half the battle. We also asked organizations about their success in remediating
newly discovered security flaws.
Sixty-two percent of respondents indicate

that they are either knowledgeable or very
knowledgeable about the steps required to
remediate the vulnerabilities (Figure 14).
This indicates that many organizations are
able to complete the full cycle of discovery
and remediation without any gaps in the
process, at least from a skill perspective. Only
6% of survey participants feel they would
be unable to remediate newly discovered
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vulnerabilities. Twenty-eight percent feel at
least somewhat knowledgeable about the
process required to perform remediation.
When asked whether they perform security
assessments on newly purchased “off-theshelf” software, only 24% of organizations
indicate that they always perform some sort
of testing. Seventeen percent often perform
application security assessments on offthe-shelf apps; 34% sometimes perform
such assessments. Eighteen percent of
respondents do not perform any testing on
third-party applications.
Another common approach to dealing with
application risk is to place a web application
firewall (WAF) in front of the application to
intercept attacks, much as network firewalls
intercept incoming network attacks. WAFs
work at a higher level in the OSI stack and are

Dark Reading Reports

more configurable. Because of the advanced
nature of WAFs, they can be used to selectively reduce overall or even specific risk,
such as virtually patching a known application vulnerability.
Twenty-six percent of Dark Reading
Application Security Survey respondents use
WAFs to temporarily reduce risk while a patch
is being produced — a win/win for both security and the business side of the organization.
Other organizations (24%) use WAFs as part of
a layered approach to security, a permanent
part of their security portfolio. Surprisingly,
15% of organizations use WAFs as the primary
source of protection, instead of patching the
application itself. Obviously, this can lead
to long-term issues because determined
attackers can find ways to bypass networklevel protections and ultimately attack the

vulnerable application. Nearly a quarter of
respondents don’t use WAFs at all.

Conclusion
When it comes to prioritizing and implementing tools and processes for secure
application development, it appears that
most organizations are headed in the right
direction. Security is important to most of
the organizations we surveyed, but it’s not
always clear how to prioritize the needs of
the business along with the needs of the
security and risk team. The numbers indicate that security and developer teams are
working together more than ever before,
and there is a clear desire to improve that
relationship — which would ultimately
improve the overall security posture of any
organization.
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Figure 15

Application Security Assessments
What types of application security assessments are used by your organization’s IT security group?

APPENDIX

Manual application penetration testing

Dark Reading Reports

Manual code review
Static code scanning
Dynamic code scanning
We do not perform application security assessments
Don’t know

56%
42%
41%
40%
14%
9%

Note: Multiple responses allowed
Data: Dark Reading survey of 150 IT and cybersecurity professionals, December 2018

February 2019 16

How Enterprises Are Developing Secure Applications
Table of Contents

Figure 16

Testing Oﬀ-the-Shelf Applications
How does your organization test oﬀ-the-shelf applications for potential security ﬂaws?
We sometimes perform security testing on
third-party applications

7%
17%

34%

We always perform security testing on
third-party applications
We do not perform security testing on
third-party applications

18%

Like This Report?

Share it!

Don’t know

Tweet

Like
Share

Dark Reading Reports

24%

We often perform security testing on
third-party applications

Data: Dark Reading survey of 150 IT and cybersecurity professionals, December 2018
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Figure 17

Testing Downloaded Applications
When end users download applications or use them over the web or in a cloud, how do you
test the applications for security ﬂaws?
We always perform security testing on third
party applications

10%
28%
17%

20%

We sometimes perform security testing on third
party applications
We do not perform security testing on third
party applications

25%

We often perform security testing on third
party applications
Don’t know

Data: Dark Reading survey of 150 IT and cybersecurity professionals, December 2018

Dark Reading Reports
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Figure 18

Web Application Firewalls
How are web application ﬁrewalls (WAFs) utilized in your organization to reduce or mitigate
risk to web applications?
We use WAFs as a temporary virtual patch to reduce
risk to known application ﬂaws

11%
26%
15%

24%

We do not rely on WAFs to mitigate risk, but we do
employ them as part of layered approach
We do not use WAFs

24%

We rely heavily on WAFs in place of patching
application ﬂaws
Don’t know

Data: Dark Reading survey of 150 IT and cybersecurity professionals, December 2018

Dark Reading Reports
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Figure 19

Full-Time Application Developers
How many full-time application developers are employed at your organization?
More than 50

4%
12%

25 to 49

29%

16 to 24
10 to 15

14%

5 to 9
3 or 4

10%

11%
6% 7%

7%

1 or 2
None
Don’t know

Data: Dark Reading survey of 150 IT and cybersecurity professionals, December 2018
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Figure 20

Full-Time IT Security Employees
How many full-time IT security people are employed in your organization?
2%
More than 50

7%

25 to 49

17%

16 to 24

7%

25%

5%
5%
19%

13%

10 to 15
5 to 9
3 or 4
1 or 2
None
Don’t know

Data: Dark Reading survey of 150 IT and cybersecurity professionals, December 2018
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Figure 21

Respondent Job Title
Which of the following best describes your role in the organization?
IT executive (CIO)
Manager/group leader (IT)
General IT staﬀ
Security team head
Security team staﬀ
App dev team staﬀ
Manager/group leader (security)
Manager/group leader (app dev)
Application development team head
Other

23%
14%
12%
12%
11%
7%
6%
5%
3%
7%

Data: Dark Reading survey of 150 IT and cybersecurity professionals, December 2018

Dark Reading Reports
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Figure 22

Company Size
How many employees are in your company in total?

10,000 or more
5,000 to 9,999

20%

23%

2,500 to 4,999

7%
7%

22%
9%

12%

1,000 to 2,499
500 to 999
100 to 499
Fewer than 100

Data: Dark Reading survey of 150 IT and cybersecurity professionals, December 2018
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Figure 23

Respondent Industry
What is your organization’s primary industry?
Consulting/business services
Banking/ﬁnancial services/VC/accounting
Computer or technology manufacturer/tech vendor
Government
Healthcare/pharmaceutical/biotech/biomedical
Manufacturing, industrial, process (non-computer)
Communications carrier/service provider
Education
Insurance/HMOs
Solutions provider/VAR
Transportation/logistics
Construction/architecture/engineering
Travel/hospitality/recreation/entertainment
Other

16%
15%
12%
8%
8%
7%
5%
4%
3%
3%
3%
2%
2%
12%

Data: Dark Reading survey of 150 IT and cybersecurity professionals, December 2018
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