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Last month, an international hacking group 
announced that it had breached three top 
US-based antivirus software vendors. Ars 
Technica reported that the “Fxmsp collective” 
offered convincing evidence of the breach 
and was “actively marketing” source code and 
network access. 

Is anyone surprised? No one should be—this 
is just the latest high-profile data breach, 
and it’s especially notable because major 
cybersecurity companies themselves were the 
target. But the fact is, the big cybersecurity 
companies don’t really do what the average 
person (or professional) would call “security” 
anymore, and they rarely use the word 
“prevention” when discussing endpoint security.

That’s because they’ve largely been unable to 
prevent data breaches, as the endless stream 
of hacking incidents at huge corporations that 
invest millions in cybersecurity demonstrates. 
The big cybersecurity firms have evolved into 
“alert systems” that let customers know when 
a security incident occurs so the customers’ 
IT/Sec-Ops teams can try to contain the 
damage and clean up the mess. 

Why We’re Done Talking

Here’s another analogy: Big cybersecurity 
companies are like doctors who provide 
diagnoses and treatment options only—no 
preventive services. Wouldn’t you rather have 
a doctor who can make sure you don’t get sick 
in the first place?

Over the last decade or so, as hacking 
techniques have become more sophisticated 
and data breaches more frequent and costly, 
we’ve been conditioned to accept increasing 
amounts of risk. An antivirus company might 
have a 90% success rate, but frankly, that’s 
not good enough. 

Would you fly with a pilot who pegged your 
chances of landing safely at 90%? The odds 
would be in your favor, but you probably 
wouldn’t. The airplane analogy illustrates the 
current situation in cybersecurity, but it also 
points to a real-life threat from hackers—it’s 
possible to hack and take control of passenger 
jets. As endpoints proliferate, the dangers will 
only increase.
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I’ve recently heard a change in tone from 
CEOs when we’re talking cybersecurity, and 
maybe this recent hack of three top antivirus 
companies will be a tipping point. People 
can see that the old “detect and respond” 
approach isn’t working. They realize they are 
being conditioned to accept an intolerable 
amount of risk, so it takes a shock to snap 
them out of their complacency, but I think that 
may be happening.

AppGuard isn’t a “detect and respond” 
endpoint protection solution. It works in a 
different way, shutting down malware at 
the kernel level, before it can cause harm. In 
contrast to the approach the big companies 
use, we take a Zero-Trust, preventive strategy, 
using a patented inheritance technology that 
guards and isolates processes spawned from 
applications, no matter how trustworthy they 
appear to be. 

But even though our approach is truly 
different, and even though none of our 
clients have reported a breach in our nine-
year history, it’s hard to get the message out 
because the marketplace is crowded, and 
everyone is claiming their product is the best—
even the companies that just got breached. 

So, I redirected 90% of our traditional 
“mass” marketing budget to show potential 
customers how AppGuard works rather than 
telling them. We hold CISO summits, inviting 
qualified security executives to attend a 
multi-day event in a destination city. We cover 
all expenses. We then stop talking and let our 
technology speak for itself through intense 
hands-on penetration testing. We show 
them how AppGuard works—live . As a result, 

100% of CISO summit attendees have either 
become customers or are looking for relevant 
use cases. Why? Because it works. Simply  
and elegantly.

A few years back, the global CEO of 
AppGuard’s parent company, Blue Planet-
works, Inc. brought 10 of the largest 
companies in Japan together to demonstrate 
how AppGuard works. Not only did all 10 of 
those companies become customers, the 
heads of the companies invested into a 
holding company to buy AppGuard. 

The way I look at it, if everyone in the 
cybersecurity business is saying the same 
thing, there’s no point in talking. So, we’re 
done talking. If you’re a qualified CISO, we’ll 
be happy to show you how AppGuard works 
at one of our CISO summits because we know 
you’ll become a customer. You have nothing 
to lose but the expensive malware solution 
you’re using now, and that probably doesn’t 
work anyway.
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